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Who Is the Attacker ?



Online criminals

Make money
Banking trojans to steal money from bank accounts.
Keyloggers to collect credit card information



NTOCEires

48
)
]

Vladimir Tsastsin



Dimitry Golubov




Albert Gonzalez

From Wikipedia, the free encyclopedia

For the former Attorney General of the United States, see Alberto Gonzales.
“Stanozlolz" redirects here. It is not to be confused with Stanozolol.

Albert Gonzalez (born 1981) is an American computer hacker and computer criminal who is accused of masterminding
the combined credit card theft and subsequent reselling of more than 170 million card and ATM numbers from 2005
through 2007—the biggest such fraud in history.

Albert Gonzalez

Gonzalez and his accomplices used SQL injection to deploy backdoors on several corporate systems in order to launch

packet sniffing (specifically, ARP Spoofing) attacks which allowed him to steal computer data from internal corporate
networks.

During his spree he was said to have thrown himself a $75,000 birthday party and complained about having to count
£340,000 by hand after his currency-counting machine broke. Gonzalez stayed at lavish hotels but his formal homes
were modest.[1]

Gonzalez had three federal indictments:

e May 2008 in New York for the Dave & Busters case (trial schedule September 2009)
e May 2008 in Massachusetts for the T) Maxx case (trial scheduled early 2010)
s August 2009 in New Jersey in connection with the Heartland Payment case.

On March 25, 2010, Gonzalez was sentenced to 20 years in federal prison. P Kb Cpatril by U.5

Gonzalez along with his crew were featured on the 5th season episode of the CNEC series American Greed titled: Service

Albert Gonzalez
American Computer Criminal



Sam Jain
US Secret Service found Swiss bank account of Mr. Sam Jain and that bank account

had 14.9 million U.S. dollars on it when it was frozen.
Mr. Jain himself is on the loose; nobody knows where he is.
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Motivated by an opinion

Not motivated by money
They're motivated by protests, motivated by an opinion.



Anonymous Group
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Al-Qaeda
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Man admits using internet to urge
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Staff and agencies
theguardian.com, Wednesday 4 July 2007 13.50 BST El £
Article history
A third British-based man today admitted using the internet to spread UK news

extremist propaganda and urge Muslims to wage international holy war. Crime
Tarig Al-Daour, of Bayswater, west London, admitted inciting people to

commit terrorism against "kuffars” - non-believers - in the UK and ?é: d";"'s
abroad, Woolwich crown court heard.

The court, in south-east London, was told that 21-year-old Al-Daour, Related

Younes Tsouli and Waseem Mughal had close links with al-Qaida in Iraq 21 Nov 2012

and believed there was a "global conspiracy” to wipe out Islam. lkea removes leshian

couple from Russian
The three - described as "intelligent” and "adept” with computers - spent  edition of magazine
at least a year trying to encourage people to follow the extreme ideology 51 nov 2013
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1. Online criminals Motivated by Money
2. People Motivated by an opinion



1. Online criminals Motivated by Money
2. People Motivated by an opinion
3.The Government
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Tracking Dots



Printer steganography

Brother, Canon, Dell, Epson, HP, IBM, Konica Minolta,
Kyocera, Lanier, Lexmark, Ricoh, Toshiba and Xerox brand

color laser printers,
Tiny yellow dots are added to each page.
The dots are barely visible and contain encoded printer

serial numbers and timestamps.



ELECTRONIC FRONTIER FOUNDATION
DEFENDING YOUR RIGHTS IN THE DIGITAL WORLD

m ABOUT OUR WORK DEEPLINKS BLOG PRESS ROOM ‘

List of Printers Which Do or Do Not Display Tracking Dots

Introduction

This is a list in progress of color laser printer models that do or do not print yellow tracking dots on their
output.

We are in the process of trying to interpret the information conveyed by these dots as part of our
Machine Identification Code Technology Project.

Limitations of this information

A "no"” simply means that we couldn't see yellow dots; it does not prove that there is no forensic
watermarking present. (For example, the HP Color LaserJET 8500 series does not include any yellow
tracking dots that we can see, but it may still include some kind of forensic marking, since the majority
of other Color LaserJET models do. Other forensic marking technigues have been invented, and we do
not yet know how to determine whether these techniques are used by a particular printer.)

A "yes" simply means that we (or another source, as noted) saw yellow dots that appeared
anomalous to us. Until we decipher the marking schemes or receive other confirmation, this does not
constitute proof that any particular kind of information is represented by these dots. In a very few
cases. for example. thev miaht be the result of a ditherina technioue. rather than a forensic mark. or
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IR Centrifuges




SIMATIC 57-315

SIMATIC S7-417



Microsoft’

Windows

SIEMENS
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SIMATIC STEP 7 Runhing on Windows

SIMATIC STEP 7: the
comprehensive engineering
system

Even the basic version of SIMATIC STEP 7 gives
you easy access to the full potential of Siemens’
controllers. STEP 7 Professional opens even more
possibilities thanks to a wide selection of program
editors. while the Basic version provides a shared
platform for programming S7-1200 controllers and
SIMATIC HMI basic panels
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Langner

To Kill a Centrifuge

A Technical Analysis of
What Stuxnet’s Creators
Tried to Achieve

20 November 2013
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Stuxnet attack cluster configuration:

ke
Six IR-1 cascades, connected to one 57-417 417 lﬂ"gﬁgﬁm

| ’l‘,|, | llll‘,

315

Dec 30, 2010 Note: Communication links do not

315

necessarily match wiring




Step 7

request sTotbxdx.dll
code block PLC

from PLC
om ™ <7blk_read

show code
block from
PLC to user -

:
e

Step 7 o
stuxnet original
sTotbxdx.dll butrenamed
request sTotbxsx.dll
code block PLC

TOM PLC i
57blk_read 57blk_read

show code
block from
PLC 10 USET o
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IT Layer

5 :

Industrial Control System Layer

Physical Layer
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Intended Physical

Centrifuge Damage
9 g Result

Critical Rotor
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Power generation and distribution
Chemical industry and petrochemicals
Oil, Gas

Refineries

Pharmaceuticals

Airport automation

Waterworks and water treatment plants
Transport technology

Traffic flow automation

Shipbuilding

Turbine development
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Stuxnet News Feed
@stuxnet_bot
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t Stuxnet News Feed
StuxNet Daily is Out! tweetedtimes.com/search/StuxNet

Stuxnet News Feed
Foreign Policy: #StuxNet's Secret Twin divr.itt4NSTB3 #Y 'F‘
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Online Privacy
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| Update Status Add Photos/Video

Going out for a pizza

L vae s

@ Public

v ¢ Friends and the CIA

& Only me and the CIA
¥ Only the CIA

¢ Close Friends and the CIA
See all lists...
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"There's nothing new here”

"We knew this already”
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Make no mistake: Google, Twitter and Facebook

do not offer free services.
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jmachincasanas Juvenal Machin

{@mikko you are the product

rprarnaud Armnaud Reper

@mikko They sell your soul...to the devil? Maybe,
nevertheless you are the product.
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e 23 november 2013, 02:40

NSA infected 50,000 computer
networks with malicious software

The American intelligence service -
NSA - infected more than 50,000 computer by Floor Boon, Steven Derix



Utah Data Center

From Wikipedia, the free encyclopedia Coordinates: (g 40.431530°N 111.933092°W

The Utah Data Center, also known as the Intelligence Community Comprehensive
National Cybersecurity Initiative Data Center,[1] is a data storage facility for the
United States Intelligence Community that is designed to store extremely large
amounts of data, estimated to be on the order of exabytes or higher.[?] Its purpose is
to support the Comprehensive National Cybersecurity Initiative (CNCI), though its
precise mission is classified.[3] The National Security Agency (NSA), which will lead
operations at the facility, is the executive agent for the Director of National
Intelligence.[4] It is located at Camp Williams, near Bluffdale, Utah, between Utah
Lake and Great Salt Lake, on the boundary line between Salt Lake County and Utah County to

the south. ' - o & Utah Data /
Water storage ‘

The megaproject was completed in late-2013 at a cost of USs1.5 billion despite ongoing Center & pumpin,
controversy over the NSA's involvement in the practice of mass surveillance in the United 5”’“
States. Prompted by the 2013 mass surveillance disclosures by ex-NSA contractor Edward
Snowden, the Utah Data Center was hailed by The Wall Street fournal as a “symbol of the spy
agency's surveillance prowess".[7]
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The Utah Data Center, Bluffdale, Utah (United States). &

Power sub-
stations

Contents [hide]
1 Purpose
2 Structure
3 See also ; ot ) AN
4 References ]: i surveillance &
5 External links Sito, o mtrusion detection
ﬂ&-u‘l
eagy,
PLII' 0se [edit] The Utah Data Center will gather data from intercepted satellite frm)
p communications and underwater ocean cables. Analysts will
c g i f i decipher, analyse and store the information in order to spot potential
The data center is alleged to be able to process "all forms of communication, including the national security threats. The facility will be heavily fortified with
complete contents of private emails, cell phone calls, and internet searches, as well as all backup generators and powerful equipment to keep the vast

types of personal data trails

parking receipts, travel itineraries, bookstore purchases, and computer network cool.






“If there is no right to privacy, there can be no true freedom
of expression and opinion, and therefore, there can be no

effective democracy.”
Dilma Rousseff — Brazilian President Speech at UNGA
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Open Source

By building together open, free, secure systems, we can go
around such surveillance, and then one country doesn't
have to solve the problem by itself.
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Datasec Middle East

Copyright DSME End User Security and Privacy Research — Tehran,Iran
Copyright 2013 Mohammad Reza Kamalifard
All rights reserved.

This work is licensed under the Creative Commons Attribution-NoDerivs 3.0 Unported License.

To view a copy of this license, visit
http://creativecommons.org/licenses/by-nd/3.0/
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