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MAC Flood

——Source MAC: X X OO0 K -

m—OUMCE MAC YYYY YYYY.YYYY = Fas0/2 PC A
—Source MAC: ZZZZ2 2772 7777 —p-

Fas071

Attacker Fasl/3
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macof

root@kali: ~

File Edit View Search Terminal Help
cd:20 0.0.0.0.485813 = 0.0.0.0.28324:

Sd:BE 0.0.0.0.2136 = 0.0.0.0.400

3c 0.0.0.0.681466 = B.0.0.0.53896¢

'b (0.0.0.0.33775 = 0.0.0.0.35452:
110.0.010. 20136 = 0./0.0.0.26404: S B28244057:8
37103 : S 1586735345:15

:cc 0.0.0.0.11942 > 0.0.0.0.31038: S 9754152

65:30:27:ff 0.0.0.0.45427 = 0.0.0.0.29835: 5 1807031020:1

Ad:38 0.0.0.0.28120 = 0.0.0.0.41208: S 993343494 :99




DHCP starvation

DHCP Scope

10.10.10.1
10.10.10.2
10.10.10.3
10.10.10.4
10.10.10.5

DHCP Server i
10.10.10.254

Attacker




Sending DISCOVER packet

File Protocols Actions

Launch attack Edit interfaces

Options

Choose attack - | O

Help

=

Load default List attac

CDP | DHCP | 8p02.1Q IEGE.lX | OTP IHSF!F’ | ISL | S5TP I’UTP

Choose attack

Description DoS

Protocols Packets

o o O o O O O

Field Value Description

— ) sending RAW packet

DHCP | 802.1G

@ 'sending DISCOVER packet

) creating DHCP rogue server ||
) sending RELEASE packet

SIP DIP MessageType

OK

Cancel ”

Dynamic Host Configuration Protocol

Source MAC  |02:48:33:66:02:51|  Destination MAC  |FF:FF:FF:FF:FF:FF|
siP [0.0.0.0 | DIP  [255.255.255.255|  SPort DPort
Op Htype HLEN Hops Xid q
cl [o.0.0.0 | vi |o.0.0.0 | si |o.0.0.0 |




Port Security

Switch(config)# interface interface_id

* Switch(config-if)# switchport mode access

* Switch(config-if)# switchport port-security

* Switch(config-if)# switchport port-security maximum value

Switch(config-if)# switchport port-security violation {protect | restrict | shutdown }



VLAN hopping

® 1-Switch spoofing
® 2-Double tagging



1-Switch spoofing

-~ Root for VLAN X

Host X1



Enabling trunking

[
Choose attack l_ o |
File Protocols Actions Options Help
CDP DHCP 802.1Q 802.1X|DTP HSRP ISL STP VTP
@ @ = | Choose attack
Launch attack Edit interfaces Load default List attac o
. || Description DoS
Protocols Packets B ‘ CDP DHCP 8021q || © sending DTP packet
cD @ |enabling trunkin
cDP 0 ‘Neighbnr—l[} Status |D]| o 9
DHCP 0
80210 N =
202.1X 0
DTP 0
HSRP 0
ISL 0 Cancel I oK
STP 0 —
L
Field Value Description

Dynamic Trunking Protocol

Source MAC [DC:?C:EE:dE:DS:QE] Destination MAC [m:@a:@c:cc:cc:cc]

Version Neighbor-ID  |0C7CEB46D595|  Status Type

Domain [ l




1. Ensure that ports are not set to negotiate trunks automatically :

® Switch(config-if)# switchport nonegotiate

OR

2. Ensure that ports that are not meant to be trunks are explicitly configured as
access ports

® Switch(config-if)# switchport mode access



Double tagging

Native VLAN

Attacker
802.1Q Trunk




Sending .1Q double encapsulation

File

Protocols Actions

Options

Launch attack Edit interfaces

—_—

Help

=

Load default

Choose attack

List attac CDP | DHCP

802.1Q | 802.1X | DTP | HSRP | ISL | STP IVTP

Protocols Packets

o o o O o O O

(<]

Field Value Description

1 -Choose attack

‘ CDP | DHCP

802.1Q

- Description

‘HLAN LZ2Protol Src |

) sending 802.1Q packet

DosS

) sending 802.1Q arp poisoning

® 'sending 802.1Q double enc. packet| |

v

Cancel ”

oK

| FF:FF:FF:FF:FF:FF|

IEEE 802.1Q

Source MAC [DE:SC:-ﬂQ: 19:32:BF] Destination MAC
VLAN Priority CFI L2Protol
L2Proto? srclp [10.0.0.1 Dst IP

F=,

[..

AT

1

VLANZ

| 255.255. 255. 255
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Simply do not put any hosts on VLAN 1

® Switch(config-if)# switchport access vlan 2
OR

Change the native VLAN on all trunk ports to an unused VLAN ID.

* Switch(config-if)# switchport trunk native vlan 999
OR

Explicit tagging of the native VLAN on all trunk ports.
* switch(config)# vlan dotiq tag native



STP Attack
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Claiming Root Role

Choose attack - (O [ X
File Protocols Actions Options Help —

. CDP | DHCP | 80210 | 802.1X | DTP IHSFEF’ | ISL| STP |WTP
=

Launch attack Edit interfaces Load default List attac

-Choose attack

— || Description DoS
Protocols | Packets 7| CDP DHCP 802.1@ | O sending conf BPDU O
0 () sending tcn BPDU O

Rootld Bridgeld Port

LY

(0 sending conf BPDUs
() sending ten BPDUs
@ |ELaiming Root Role
(0 Claiming Other Role
(' Claiming Root Role with MiTM /] |

O

O

Cancel “ oK ‘

o o o o o O O

(<]

Field Value Description

Spanning Tree Protocol

Source MAC [EM:EJE:ZEI: 12:&9:?5] Destination MAC [BI:SEJ:CZ:EJG:BEJ:BEJ]

Id Ver Type Flags Rootld ACSS. E7CDI0

Bridgeld  |8423.1B231602FF08| Port |2002| Age |oooo| Max  |oois




BPDU guard OR Root guard

® SWazi(config)#interface interface_id

® SWa(config-if)#spanning-tree bpduguard enable
OR

® SWa(config)#interface interface_id

® SWa(config-if)#spanning-tree guard root



CDP Flood

Choose attack | =

File Protocols Actions Options Help lEDP|

DHCP | 802.1Q | 802.1X | OTP | HSRP | ISL | MPLS | =]

I = & - =
S5 = il -Choose attack
= - L & &
Launch attack Edit interfaces Load default List attacks Clear stats Capture Edit mode | Description DoS
: T T T I I I T I ) sending CDP packet 0l
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@ flooding CDP table ¥
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Cancel H oK
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Field Value Description

l-Cisco Discovery Protocol

Source MAC D5:45:8B:6B:41:56 Destination MAC EJl:EJEJ:EJC:CC:CC:CC]

—_1 S — - . R




Disable or Turn Off CDP on Cisco
Switches & Routers

® Router(config)# no cdp run

OR

® Router(config)# int interface_id
® Router(config-if)# no cdp enable
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